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% OVERVIEW

1 Delivery content

The M2Me_Connect CD includes the following parts :

The M2Me_Secure connection software.
An X509 authentication certificate (.p12 file).

The documentations of the service and also of the various RAS-routers manufactured by ETIC
TELECOM.

2 M2Me Connect Overview

2.1  Functions provided by the M2Me_Connect service

The M2Me_Connect service is specially efficient for remote maintenance of automated systems.
The M2Me_Connect service makes possible to set a secure connection between

e A PC onone hand,

e and an Ethernet or a serial network on the other hand through the Internet.

The M2Me_Connect service makes that connection possible and easy even if the IP addresses are
dynamic or private addresses.

Private or public
dynamic IP @

M2Me_Connect

connection using a
3G RAS router

Remote user

Private factory
IP addresses

[

Case ofa AT
connection using

the existing Internet &

access in a factory

Remote user Remote

site
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OVERVIEW %

Internet direct connection : E— Ethernet
If the remote site RAS-router is directly connected — WELEEEIN or serial
to the Internet with a fixed IP address for instance, {}!&m_ [N
or at least with a public dynamic IP address, the "-]
M2Me_Secure software allows to connect the PC  Remote user - =
directly to the RAS-router with a TLS secure Fixed IP addr.
connection. or DNS

PSTN connection : E— Ethernet
If the remote RAS-router is not connected but to  LEEEEEE or serial
the telephone network (RAS-M156e), the « EEnn
M2Me_Secure software allows to connect the PC . _"H_JE
directly to the RAS-router with a PPP connection Remote user

through the PSTN using the modem of the PC. RAS-M156e

2.2 How to use the M2Me_Connect service
e The PC must subscribe to the M2Me_Connect service.
The PC must run either Windows 2000 or XP or VISTA or Seven 32 bits.

The M2Me_Secure software and the X509 certificate delivered with the software must be installed
on the PC.

The remote machine must be connected to a RAS-router compatible with the M2Me_Connect
service.

Both the PC and the RAS-router must have an access to the Internet and must have the right to
set an outgoing TLS VPN connection either over UDP or TCP.

2.3 How it works

1 step : VPN connection to the service
The PC on one side, and the RAS on the other side set a VPN to the M2Me_Connect service.

Their certificate are checked by the M2Me_Connect server which manages the certificate data base.

2" step : End to end connection from the PC to the RAS
The PC establishes an end to end safe connection with the RAS.
That connection can only be established

o If the product key of the RAS has been stored in the M2Me_Secure machine list,
And

o If the login and password of the remote PC user has been stored in the User list of the RAS.

Once connected, an IP_address of the machine remote network is automatically assigned to the PC.
The PC can exchange data with each device of the remote network as if it was directly connected to it.

It is only limited by the firewall of the RAS.
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% OVERVIEW

2.4 Connection security

The M2Me_Connect service provides a high level of security.

Subscriber restricted group :
A PC can connect to the M2Me_Connect service only if its X509 certificate has been stored in the
M2Me_Connect server.

PC & machine authentication :

The PC can establish an end to end connection with a RAS only if the RAS product key has been
stored in the M2Me_Secure.

A PC cannot establish a connection with a RAS if it does not know its product key.

Remote user authentication :
The connection from the PC to the RAS can be set only if the remote user Id and password have been
stored in the RAS user list.

IP domain limitation :

The domain to which the remote user can connect is limited by the firewall included in the RAS.
According to the remote user Identity, it will be able to communicate with such machine and not with
such other one.

End to end Encryption :

The data which are transmitted are encrypted by the PC on one hand and by the RAS on the other
hand.

In that way, they cannot be spied neither from the Internet nor inside the M2Me_Service server.
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SOFTWARE INSTALLATION

1 M2Me Secure software installation

Insert the M2ME_ Secure software CD.

Browse the CD; choose the English folder.

Click the Setup icon.

The installation windows is displayed.

Click “Next”.

Select the installation location and
click “Next”.

Confirm; the installation will start.

i M2ZMe

Welcome to the M2Me Setup Wizard

The inzstaller will guide you through the steps required to install b2k e on wour computer.

WARMIMNG: This computer program iz protected by coppright law and international treaties.
Unauthonzed duplication or distibution of this program, or any portion of it, may result in zevere civil
or criminal penaltiez, and will be prozecuted to the maximum extent possible under the law.

i M2Me

Select Installation Folder

The installer will install M2Me ta the follawing folder.

Toinstall in this folder, click "Mest”. To install to & differsnt folder, enter it below or click “Browse".

Folder:

C:%Program Files\Etic TelecomiM2hel, Browse. ..
Disk. Cost...

Install b 20 e for pourself, or for anyone who uzes thiz computer:

* Ewemynone

" Just me

Cancel < Back

M2Me_Connect service
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Warning window may be displayed

indicating that some components are
not certified by Microsoft. !1,

e Click “Continue” each time the
Warning window is displayed.

Le fogiciel que vous #es en lisin dirstalier pow o2 matiel ©
TAP-WInE2 Adapbes VB
n'a pasz &6 vahda bors du test pesmettant d'cbber le logo

‘whindows & wérfiant 33 compaliblité svec Windows <P [ndigees
=1 poungreni ce kst et mportant. )

Continuer Iinztallation de ce logiciel peut metire en
pénl ou déstabiliser le bon fonchionnement de volre
systéme, mainbenant ou dans "avenir. Microzoft
recommande fortement que vous arétiez cette
installation maintenant el contactiez le fournisseur du
matériel pour obtendr le logiciel qui a &ta validé lors du
test permettant d'obtenic le logo Windows.

[ Conbriuer ] | Aireler linztallstion ]

e Once the installation is finished,

click “Close ". Installation Complete

M2 e has been successfully nstalled.

Click "Cloge" to exit.

Pleaze uze "Windows Update to check for any crtical updates to the MET Framewark.

The M2Me icon is displayed on the desktop.

Two networks connections named “TAPWIN32 V9" and “TAPWIN32 V9 #2” have been created.
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% SOFTWARE INSTALLATION

Microsoft.net framework 2.0 component installation

If the Microsoft.net framework 2.0 component is not available inside the PC, the installation process is
immediately interrupted.

. . L B Installation de MZMe E|
The license window is displayed. = s avaris
e Click « Accept ». .NET Framework 2.0

The microsoft component is

automatica"y downloaded from Lizaz le contrat de hcence surant. Appupez sur PG, SUINY. pour consuker
la suite du confrat.

the Internet.

TERMES DU COMTRAT DE LICEMCE D°UNM COMPLEMENT A~
MICROSOFT

MICROSOFT .MET FRAMENW/ORE 2.0 POUR LE SYSTEME D
EXPLOITATION MICROSOFT WINDOWS

MICROSOFT WINDDS (NSTALLER 2.0

MICROSOFT WINDDWS [NSTALLER 3.1

Microzoft Comporation [ou en Fonction du heu ol vous vivez, Fune de
zas filiales) vous accorde une licence paur ca Complément. Sivous
detenez une licence d'ulilization du logciel Microsolt Windows [le <« »

E Afficher b CLUF pour limprmer

Acceplez-vous lez termez du prézent contrat de licence ?

5ivous choisizsez Ne pas acceples, 'nstallation se terminera Vous devez
accepler e contral pour effeciuer linstalabion.

Accepter | INEDTI CoEpiar

If the PC is not connected to the Internet, or if the download process has not been successful, the
framework2.0 component is available in the « M2Me_Connect » CD.

e Select the « M2Me_Connect » CD.
e Click the « dotnetfx» folder, and then the « dotnetfx.exe» icon.

e Once finished, start the PC again and click the Setup icon of the M2Me CD to start the installation
of the M2Me_Secure.
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SOFTWARE INSTALLATION %

3 Installing a new version of M2Me Secure

Before upgrading the M2Me_Secure software, it is necessary to carry-out the following steps :

1step : Save the M2Me_Secure Remote sites directory
e Click “Menu” and then “Options”.

e Select the “Maintenance” tab.

e Click “Save” and assign a name to the file.

2" step : Uninstall the existing M2Me_Secure version

e Uninstall M2Me_Secure using the Windows Configuration panel.

3rd step : Install the new M2Me_Secure version

See above.

4™ step : Check the Remote site previous directory is correctly installed

. Launch M2Me_Secure and check your remote sites directory is correctly displayed.

If it is not,

e Click “Menu” and then “Options”.
e Select the “Maintenance” tab.
e Click “Restore” and restore the file.
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SOFTWARE INSTALLATION

4 X509 certificate installation

The PC authenticates to the service with
an X509 certificate.

It must be installed in the PC.

That certificate is provided by ETIC
Telecom. It is stored in the M2Me_Connect
CD.

e Launch M2Me_Secure.

The “Certificate Warning window” is
displayed.

e Click the « Install now » button.

The “Certificate window” is displayed.

e Select the « Certificate » folder inside
the M2Me_Connect CD .

o Select the file « XXXXXXXX-XXXX-XXXX-
XXXX-XXXXXXXXXXXX.PL2 ».

e Enter the password « etic ».

e Click «Install » and then « Close ».

Remark :

MZMe - Certificate

%

You hawve not vet installed a certificat. This one is mandataory in
order to connect to M2ke_Connect service.

Inztall now... Later

| |

[ Mewer show this hint again

M2Me - Certificate installation

File: location
| | b4b4d3ch-b200-4 XXX -BXXT-edbX X421 XN Xa.p12

The certificate ta inztall iz a p12 type file. It iz
password protected.

| [ Browse. .

Password :

I

Cancel

I

l Irztall

Store the CD properly, because it contains the certificate. It will be necessary If you need to install the
certificate again, after crashing a hard disk for instance.

If you have lost the certificate, call our holine.

M2Me_Connect service
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% SOFTWARE CONFIGURATION

MZMe - Liser identification

* LaUnCh M2Me—secu re. ﬁg Enter your uzermame and pazsword used when

connecting to a remote site.

e Enter the user name and the password.

. Username |
Attention : That user name and password
are checked by the RAS ; they must be Password : [ |
stored in the user list of the RAS otherwise Canfitm passward : == |

the connection will not be accepted.

Save thiz usermame and pazsword

To setup the connection to the M2Me_Connect M2Me - Options
service, click “Menu” and then “Option”.

X

M2MBCDnnECt|Pm:-:y Certificate| Modem | Maintenance | Diagnostic

The Configuration window is displayed. It shows five Gieneral

tabs. [ Sign into M2Me_Connect service at startup

The “M2Me” tab allows to set-up the Port: | 50000 Protocol . [UDP v
parameters of the VPN connection to the 151033

LY
M2Me Connect service. LIS -
- T

The « Proxy » tab allows to register the
parameters of the Proxy server eventually [ Madify advanced parameters
installed on the local network.

The «Certificate» tab allows to display the
stored certificate characteristics or to store | |
a new certificate. | |

The « Modem» tab allows to declare a |:|
PSTN modem if direct PSTN connection to I:l Default parameters
a remote site is required.

The « Diagnostic » tab allows to trace the Lok J[ Cancel
connection if needed.

1 «M2Me Connect » connection configuration

e Select the M2Me_Connect tab. And set the parameters as follows :

“Sign in to M2Me Connect service at startup” check box
Tick that checkbox if you wish that the PC connects automatically to the M2Me_Connect service as
soon as the software is launched.

« Protocol » and “port number” parameter :

The VPN connection from the PC to the service is a TLS connection.

It can be encapsulated either inside the TCP or the UDP protocol .

Select the protocol UDP or TCP and the port number : 80, 443, 1194, 5000, 50000 or enter a port
number between 50000 and 51000.

«Modifiy advanced parameters » checkbox:
Select that checkbox only on demand of our client department.
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SOFTWARE CONFIGURATION %

2 Proxy server

A proxy is an IP server connected to an IP network made to control the connections to the Internet.
That tab allows to enter the characteristics of the proxy server.

« Use a proxy server” checkbox :
Select the checkbox.

« HTTP » or « SOCKS » parameters :
Select one option or the other.

« Address» & « Port » parameters :
Enter the IP address of the proxy server and the port number to use to connect to the proxy server.

«Login» & «password» parameters :
Enter the login and password of the proxy server.

Attention : If a proxy server filters the connection to the Internet, the TCP protocol and the port
number 443 will be used to connect to the M2Me_Connect service.

3 Certificate

If the certificate has not been installed previously, click the « Install a certificate » button and install
the certificate.

4  Modem declaration

The M2Me_Secure software can also be used to connect the PC to a RAS -M156e (this is the
reference of a product made for PSTN) directly through the PSTN.

If you wish to be able to use the modem of the PC and the PSTN to connect directly the PC to
particular remote sites,

e Click the “Configure” button and select one modem among the ones which are available.
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% OPERATION

1 Launching M2Me Secure

Launch M2Me_secure_ MZMe - User identification

> Enter your usermame and password used when
connecting to a remote site

Enter the user name and the password.

Attention : That user name and password are checked by the v ::: :
RAS ; they must be stored in the user list of the RAS otherwise the S F— g
connection will not be accepted.

2 M2Me Secure main page overview

The main page of M2Me_Secure is displayed. It is divided in 4 parts :

At the top, a control bar to configure the M2Me_Secure and connect the PC to a remote site.

On the left, the remote site directory; it is a tree of folders. Each folder is a group of remote sites.
On the right, the list of the remote sites. It is the content of the selected folder.

On the bottom, a message bar to display the PC connection status.

Control bar

[ Stes diectary Ford
B3 Fard
2 Woksmagen (B et mecring 35358
= L Topota (B Frara Weldrg maching 1230
L3 Qb  Gemary basenbing mackine 951 Thal macing can abo ba seashedd fvouatthe F5 TN IS 205

1l 7 Aockmll FLC:
@ [ Schneder PLC:
# [ Siemers FLCs

¥ Spiain laser maching 3695
e LK. Filing maching 3655

Remote sites
directory

List of
remote sites

Messages bar \

2 Your BC i suthertcsted cn N2 Connedt service

A green € character is displayed in front of each remote site when it is connected to the M2Me_Connect Service.

A grey € character with a red cross is displayed in front of each site able to connect to the service
but not connected at the moment.

When no sign is displayed in front of a remote site, it means, it is not able to connect to the
M2Me_Connect service. This situation occurs if a remote site is configured to be accessed only
through the PSTN or directly with a public IP address and not through the M2Me_Connect service.
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Remark :

When the M2Me_Secure is launched for the first time, a certain number of folders containing remote
sites have already been registered. All that remote sites are located in our technical platform.

They can be used for test purpose.

3  Creating remote sites

The M2Me_Secure main page displays a tree of folders. Each folder is a group of remote sites.

To connect a PC to a remote site, the remote site must be registered in the Remote sites directory.

To create a group (a folder),

. . ou) . _
e Select the location of the directory where the ﬁ:%v > € = €
group must be created. Menu -
_]  Mewsite,.. Chrl+M |
e Click the “Menu” icon and then “New group”. L Mew group -
|i'| Site properties. .. BWE
e Assign a label to the folder. alls log... "y
Delete laze
- g r

Sign out From M2Me_Connect service

To create a site, |
£ ©Options...

. . about MEZMe_S soo
e Select the location where the site must be i Soatitnia

created in the directory. Exit

e Click the “Menu” icon and then “New site”.

The “site pro pertieS" window is dISplayEd, it M2Me - Properties of Spain laser machine 3695 rg|
includes three tabs : v
. | Connection | Advanced
« General », « Connection » and « Advanced ».
Site name Spain laser machine 3695
Account
() Use the usemame and pazsword of the session
() Use a particular usemame and password
| |
| |
| |
Info:
ak. ] [ Cancel

Page 18 User manual ref 9017809-01 M2Me_Connect service



% OPERATION

3.1 «General » tab

«_site name» parameter :
Assign a label to the remote site.

« Use the username and password of the session» checkbox

If that checkbox is selected, the login and password entered just when lauching the M2Me_Secure
software are transmitted to the RAS when the PC connects.

Selecting that checkbox is advised.

3.2  «Connection » tab

Select the « The site can be reached through Internet » checkbox.

Select the « The site can be reached through M2Me » checkbox.

« Product key » Parameter :
Enter the « product key » code which identifies the remote RAS-router.

The “product key” can be copied from the menu ABOUT of the RAS-router/

4  Saving or restoring the remote sites director

We advise to save the remote sites directory, especially if it contains a great number of sites.

In case of hard disk crash it might take a long time to acquire again each RAS-router and product key
and to re-build the remote sites directory.

To save the remote sites directory :

e Click “Menu” and then “Options”.

o Select the “Maintenance” tab.

e Click “Save” and assign a hame to the file.

To restore the remote sites directory file :

o Click “Menu” and then “Options”.

e Select the “Maintenance” tab.
e Click “Restore”, select the file and restore it.
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5 Connecting the PC to a remote site using M2Me Connect

The PC can be connected to a remote site through the M2Me_Connect service only if a green e
character is displayed in front of that remote site label.

The connection is carried-out in two steps :
1% step : Connecting the PC to the M2Me_Connect service.

2" step : Connecting the PC to the remote site.
51 Step 1: Connecting the PC to the M2Me_Connect service

If the « Sign-in to M2Me_Connect service at start up» checkbox has been selected, the PC
connects automatically to the service as soon as the software has been launched.

e Otherwise, to connect the PC to the service, click « Menu » and then « Sign-in to
M2Me_Connect service ».

During the connection, , the message « Authentication on M2Me_Connect service » is displayed at
the bottom of the screen.
When the PC is connected to the service M2Me_Connect,

the green character €is displayed at the bottom of the screen,
and

a green character €is displayed in front of each remote site connected to the service.

8. [s*%? w“ g
[ Stz diectp Ford
I Font
o Voksmagen B Detok mechine 36350
= LF Topota B Fiatice Weldrg maching1230
= g"‘“;m -~ 15 Giesnary dvssembling macking 3550 That macians can i ba reashad though e 75 TG 205
X il L Rl Xk sching 356
The character € blinks & Ly S L e “I_I_“m
# L7 Siemere PLCs — S
when the PC connects e
to the M2Me_Conenct
service.
The character € The green character € is
becomes green when displayed when a RA_S is
the PC is connected to connected to the service.
the service.
£ Vour PO i stherkicated on W2 Connect sarvice
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% OPERATION

52  Step 2: Connecting the PC to a remote site

The PC can connect to a remote site through the M2Me service, if a green € character is displayed in
front of the remote site label.

e Select the remote site.

¢ Click the Internet connection =)
button. W O
E: Sites directory Ford
[£5 Fard -
E: Topota * Detroit machine 35595
3 valkswagen * France Welding machinel 230 Internet
2 Germany Azzembling machine 34 connection
X 5 hain laser mackine 3595 button
e LK. Filling machine 3698

6 Your PC is authenticated on M2Me_Connect service

The user ID window is displayed.

e Click OK to confirm or enter a

new login and password. Menu
. . L Sites direg

Attention : The login and password g Ford

must be stored in the RAS; . g Too “f'ou are about bo connect to a remote site, Be

otherwise the connection will be £ Woks sure to act carefully.

rejected. machine c...
Uszername : | adrmin |
Password : | ***** |

[ [1]:8 ] l Cancel ]

6 Your PC is authenticated on M2Me_Connect service

Connecting to UK Filling machine 3698

When the PC is connected to the

RAS, a safety message is -
displayed. 1 The connection ta LUK Filling machine 3698 is established,
Be sure ko act carefully when launching wour application.

If all precautions have been taken

to act remotely without danger,

click OK.
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A figurine is displayed in front of the
line of the remote site to which the {E‘%
PC is connected. S

Menu
An end to end VPN is established € 5“*“””‘ Ford
between the PC and the RAS-router g ""' S ——
f the remote site L Topota ¢ etroit machine
0 . 3 Yalkswagen France Wwelding machine1230

h . . I x Germany Azsembling machine 3804 Faaf machie ¢
The PC is now virtua y x Spain lazer machine 3895

connected to any authorised & € UK Filing machine 3538
device of the remote network.

e Once all remote operations have
been completed, click the
Disconnect button of the control

bar.
The end to end secure connection cEgr?n?c(teigg
from the PC to he RAS is cleared fiaurine
but the PC will remain connected to 9
the M2Me_Connect service.
‘ou are in the sice UK Filling machine 3698 | 00:04:22
e UK Filling machine 3698
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% OPERATION

6 Connecting a PC to a remote site through the PSTN

If some sites are not connected to the Internet, the M2Me_Secure allows to connect the PC to such
sites using its V90 modem and the telephone network.

To Crate a remote site reachable through the PSTN,

e Create a site, or select a remote site already created, right click and select the “Site properties “
menu.

The “Properties” window is displayed.

e Select the “Connection” tab and then the “This site is reachable through the PSTN” checkbox.
e Enter the telephone number of the remote site.
e Click OK.

The site is now ready to be reached through the PSTN.

To connect the PC to that site,

e select the site and click the PSTN connection button.

E% :3\' e gy s ﬁ}, %
Meniu \ o dl . \
L Sites director \
v g Ford ¢ ML . |\3.|:cess khe site via PSTH
g Topota * Dietreit machine 35598
[d Valkswagen * France "welding maching] 230

x Gemany Azsembling maching 3654 \7raf maciima can afo be reac..

Spain lager machine 3695

e LIE. Filing machine 3633

PSTN
connection
button

e Your PC is authenticated on M2Me_Connect service
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7 Connecting a PC to a remote site directly through the Internet

For any reason, it may be useful to connect to a remote site directly through the Internet without using
the M2Me_Connect service.

To do so, the properties the remote site must be configured properly :

o Create a site, or select a remote site already created, right click and select the “Site properties*
menu.

The “Properties” window is displayed.

Select the “Connection” tab and then the “This site is reachable through the Internet” checkbox.
Check the “This site is viewable through the M2Me_Connect service” checkbox is not selected.
Enter the Product key of the RAS.

Enter the host name or the IP address of the RAS.

Click OK.

The site is now ready to be reached through the Internet with ab IP address or a DNS name or a
DynDNS name.

To connect the PC to that site,

e select the site and click the Internet connection button.
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% DIAGNOSTIC

1 Tracing the connection

If the PC does not connect to the M2Me_Service

e Click « Menu » and then « Options ». The Options window is displayed.

e Select the “Trace the connection to M2Me_Connect service” checkbox and the “Trace the
connection to the RAS” checkbox. The Monitor window is displayed.

e Connect the PC to the M2Me_Connect service.

e Copy the messages from the Monitor window to a word processing software and contact the
hotline.
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% APPENDIX 1: Check-list

The table hereafter is the list of the Informations which are necessary to configure the connection from the PC to
the M2Me_Connect service.

Transport protocol (TCP or UDP)

Attention TCP & the port nr 443 is the only solution if a proxy
server filters the connection to the Internet.

TLS port Nr
UDP : 1194 — 5000 — 50000 to 51000
TCP : Idem + 80 & 443

Proxy server IP address

Type of the Proxy Server
(HTTP or SOCKS5)

Proxy Server Login

Proxy Server password
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TELECOMMUNICATIONS

Distribué par :

PAECONISATEUR DE SOLUTIONS DEPUIS 1868

2 rue René Laennec 51500 Taissy France
Fax: 03 26 851908, Tel:03 26 8249 29

ETIC TELECOM
13, Chemin du Vieux Chéne
38240 Meylan - France

Tel : 334 76 04 20 00
Fax:3347604 2001
E-mail : contact@etictelecom.com

Web : www.etictelecom.com

Email : hvssystem@hvssystem.com
Site web : www.hvssystem.com
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